o 2 Windows Update

o Microsoft

o |IPA/ISEC

o http://www.ipa.go.jp/security/

¢ JPCERT/CC JPCERT

o http://www.jpcert.or.jp/

° memo

o http://www.st.ryukoku.ac.jp/~kjm/security/memo/
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2. HTML

Word Excel

HTML



?cmd=redirect&u=http%3A%2F%2Fwww.microsoft.com%2Fjapan%2Fsecurity%2Frelsch.asp
?cmd=redirect&u=http%3A%2F%2Fwww.microsoft.com%2Fjapan%2Fsecurity%2Fdefault.mspx
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2F
?cmd=redirect&u=http%3A%2F%2Fwww.jpcert.or.jp%2F
?cmd=redirect&u=http%3A%2F%2Fwww.st.ryukoku.ac.jp%2F%7Ekjm%2Fsecurity%2Fmemo%2F
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Fantivirus%2F7kajonew.html

2002 4

IPA/1SEC
¢ 1999

o Ska(Happy99) 2
o PrettyPark 9

¢ 2000

o LOVELETTER 5
oMTX 10
o Hybris 11

e 2001

o SST(AnnaKournikova) 2
o Badtrans 2 5

o Sircam 8
oNimda 9

* 2002

oKlez 1
o Bugbear 10
o Opaserv 10

* 2003
o SQL Slammer 1

o Blaster 8
o Welchi,Nachi 8
o Sobig.F 8



?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftopics%2Fska.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftopics%2Fprettypark.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftopics%2Fvbs-loveletter.htm
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftopics%2Fmtx.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftopics%2Fhybris.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftopics%2Fnewvirus%2Fsst.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftopics%2Fnewvirus%2Fbadtrans.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftopics%2Fnewvirus%2Fbadtrans-b.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftopics%2Fsircam.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftopics%2Fnewvirus%2Fnimda.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftopics%2Fnewvirus%2Fklez.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftopics%2Fnewvirus%2Fbugbear.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftopics%2Fnewvirus%2Fopaserv.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Fciadr%2Fvul%2F20030126ms-sql-worm.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftopics%2Fnewvirus%2Fmsblaster.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftopics%2Fnewvirus%2Fwelchi.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftopics%2Fnewvirus%2Fsobig-f.html

Conference

F.Cohen

952

DOD/NBS Computers & Security



?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Fantivirus%2Fkijun952.html

= Word Excel

o http://www.nai.com/japan/security/virusgazox.asp

o http://www.sophos.co.jp/pressoffice/imggallery/virusimg/

o http://kosuge.kdn.jp/anti/info/viinfol.html

1PA

2003 9

2003 9 2002
11,446 90.9% | 19,767 | 97.1%
133 1.1% 121 | 0.6%
169 1.3% 123 | 0.6%
837 6.7% 341 | 1.7%

W32/Klez, W32/Bugbear, W32/Sircam

VBS/Redlof, W32/Nimda

Java ActiveX



?cmd=redirect&u=http%3A%2F%2Fwww.nai.com%2Fjapan%2Fsecurity%2Fvirusgazox.asp
?cmd=redirect&u=http%3A%2F%2Fwww.sophos.co.jp%2Fpressoffice%2Fimggallery%2Fvirusimg%2F
?cmd=redirect&u=http%3A%2F%2Fkosuge.kdn.jp%2Fanti%2Finfo%2Fviinfo1.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftxt%2F2003%2F10.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftxt%2F2002_05outline.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftxt%2F2002_11outline.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftxt%2F2001_09outline.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftxt%2F2003%2F03outline.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftxt%2F2001_10outline.html

° FD MO CD-ROM

CD-ROM

e W32/Nimda
e W32/Klez
http://kosuge.kdn. jp/anti/measure/vime.html
[ ]
(]
[e]
(]
L]
o @nifty for @nifty Mail http://www.nifty.com/mail/virushbuster/index.htm
o BIGLOBE http://email.biglobe.ne.jp/vcheck/
o OCN http.//www.ocn.ne.jp/option/vcheck/mail/
o So-net
o DION
o @nifty BB http.//www.nifty.com/security/bbsec/
o BIGLOBE http://hpcheck.biglobe.ne.jp/
[
[e]
(]
o Windows XP

o

= Norton Internet Security



?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftxt%2F2001_10outline.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Ftxt%2F2002_09outline.html
?cmd=redirect&u=http%3A%2F%2Fkosuge.kdn.jp%2Fanti%2Fmeasure%2Fvime.html
?cmd=redirect&u=http%3A%2F%2Fwww.nifty.com%2Fmail%2Fvirusbuster%2Findex.htm
?cmd=redirect&u=http%3A%2F%2Femail.biglobe.ne.jp%2Fvcheck%2F
?cmd=redirect&u=http%3A%2F%2Fwww.ocn.ne.jp%2Foption%2Fvcheck%2Fmail%2F
?cmd=redirect&u=http%3A%2F%2Fwww.nifty.com%2Fsecurity%2Fbbsec%2F
?cmd=redirect&u=http%3A%2F%2Fhpcheck.biglobe.ne.jp%2F

° Norton AntiVirus Corporate Edition
[ ]
[e]
[ ]
o InterScan VirusWall
]
[ ]
[ ]
[e]
(]
[ ]
o IPA
u FAX E-mail
) 110

= 03-5978-7509 10:00-12:00, 13:30-17:00

o

e FD CD-ROM

o http://www.ipa.go.jp/security/ IPA
o http://kosuge kdn.jp/anti/
o http://www.cyberpolice.go.jp/ @police

o http://www.symantec.com/region/jp/

o http://www.trendmicro.co.jp/

Norton AntiVirus
InterScan



?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Fformat%2Freport-format.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2Fformat%2Freport-case.html
?cmd=redirect&u=http%3A%2F%2Fwww.ipa.go.jp%2Fsecurity%2F
?cmd=redirect&u=http%3A%2F%2Fkosuge.kdn.jp%2Fanti%2F
?cmd=redirect&u=http%3A%2F%2Fwww.cyberpolice.go.jp%2F
?cmd=redirect&u=http%3A%2F%2Fwww.symantec.com%2Fregion%2Fjp%2F
?cmd=redirect&u=http%3A%2F%2Fwww.trendmicro.co.jp%2F

o http://www.nai.com/japan/ Mcafee VirusScan

o Norton AntiVirus, Norton Internet Security

o

o VirusScan McAfee

o http://www.grisoft.com/ AVG Anti-Virus

o http://www.trendmicro.co.jp/hcall/index.asp

o http://www.symantec.com/region/jp/securitycheck/index.html

o http://www.trendmicro.com/jp/security/map/overview.htm

o http://mast.mcafee.com/default.asp Virus Map  McAfee

o Windows
o Microsoft http://www.microsoft.com/japan/security/
o Microsoft http.//www.microsoft.com/japan/security/square/default.asp

o Windows Update http://windowsupdate.microsoft.com/

o Office Update http://office.microsoft.com/officeupdate/default.aspx



?cmd=redirect&u=http%3A%2F%2Fwww.nai.com%2Fjapan%2F
?cmd=redirect&u=http%3A%2F%2Fwww.grisoft.com%2F
?cmd=redirect&u=http%3A%2F%2Fwww.trendmicro.co.jp%2Fhcall%2Findex.asp
?cmd=redirect&u=http%3A%2F%2Fwww.symantec.com%2Fregion%2Fjp%2Fsecuritycheck%2Findex.html
?cmd=redirect&u=http%3A%2F%2Fwww.trendmicro.com%2Fjp%2Fsecurity%2Fmap%2Foverview.htm
?cmd=redirect&u=http%3A%2F%2Fmast.mcafee.com%2Fdefault.asp
?cmd=redirect&u=http%3A%2F%2Fwww.microsoft.com%2Fjapan%2Fsecurity%2F
?cmd=redirect&u=http%3A%2F%2Fwww.microsoft.com%2Fjapan%2Fsecurity%2Fsquare%2Fdefault.asp
?cmd=redirect&u=http%3A%2F%2Fwindowsupdate.microsoft.com%2F
?cmd=redirect&u=http%3A%2F%2Foffice.microsoft.com%2Fofficeupdate%2Fdefault.aspx
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